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Abstract: In the context of industrial digital transformation and smart factories,
real-time equipment status monitoring plays a crucial role in minimizing
downtime and optimizing predictive maintenance. However, practical industrial
systems often face challenges due to limited labeled fault data and significant
differences in dynamic characteristics among various equipment types such as
pressure pumps, aerodynamic fans, bucket elevators, and vibrating screens.
This paper proposes an Industrial Internet of Things (lloT) architecture that
integrates a real-time data synchronization layer at the loT Edge Gateway to
collect data from SCADA systems via industrial protocols such as OPC UA and
Modbus RTU. After time synchronization, resampling, and sliding window
processing, the data is transmitted to an Al server via the MQTT protocol for
anomaly monitoring. Unlike traditional machine learning methods that require
large datasets of labeled errors, this study uses a separate LSTM Autoencoder
model for each device to learn normal operating characteristics from real-world
factory data. The reproduction error of each model is combined with an
adaptive thresholding mechanism and time-based monitoring laws to detect
anomalies early and reduce false alarms in a multi-device industrial
environment. Experimental results on a semi-synthetic dataset constructed
from real industrial measurements demonstrate the feasibility of the proposed
architecture and its potential as a scalable platform for predictive maintenance
in smart factories.

Keywords: Industrial loT, Smart Factory, Predictive Maintenance, LSTM
Autoencoder, Temporal Synchronization.
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Kién trac IIOT dong bé thoi gian tai bién cho
giam sat bat thwéng trong hé théng cong
nghiép da thiét bi dwa trén LSTM

Autoencoder

Bui Birc Phwong', Bui Thé Mong', Pham Gia Loc!, Nguyén Danh Giang?,
Nguyén Danh Huy’

Trwdng Dién - Dién t&r, Dai hoc Bach khoa Ha Noi, S6 1 Pai Cb Viét, phwong
Bach Mai, Ha Noi, Viét Nam

2Khoa Co khi, Pai hoc Xay dwng Ha Noi, Sé 55 dwdng Giai Phéng, phuong
Bach Mai, Ha Noi, Viét Nam

Tém tat: Trong bbi canh chuyén dbéi sb cong nghiép va phat trién nha may
thong minh, giam sat trang thai thiét bj theo th&i gian thwe déng vai trd quan
trong trong viéc giam thiéu thoi gian dirng may va tdi wu héa cong tac béo tri
dw doan. Tuy nhién, cac hé théng cdng nghiép thwc té thwdng gép nhiéu thach
thirc do thiéu di lieu 16i dwoe gan nhan va sw khac biét dang ké vé déc tinh
doéng hoc gitra cac loai thiét bi nhw bom ap lwc, quat khi ddng, gau tai va sang
rung. Bai bao nay dé xuét mét kién truc Internet van vat céng nghiép (lloT) tich
hop 16p déng bo dir liéu thoi gian thwe tai cdng bién loT (IoT Edge Gateway)
nham thu thap di¥ lieu tr hé thbng SCADA théng qua cac giao thirc cong
nghiép. Sau khi thwc hién déng b thi gian, 1dy mau lai va x& ly bang clra sb
trwot, di¥ liéu dwoc truyén téi may cha Al théng qua giao thire MQTT dé phat
hién bat thwdng. Khac véi cac phwong phap hoc may truyén théng, nghién
ctu nay s dung moét méd hinh LSTM Autoencoder riéng cho tirng thiét bi nhdm
hoc cac dac trieng van hanh binh thuwdong tie div liéu thwe t& clia nha may. Sai
sb tai tao cta tirng md hinh dwoc két hop véi co ché nguwdng thich nghi va
céac luat giam sat theo thoi gian dé phat hién sém céc béat thwong va gidam
thiéu canh bao gia trong méi trwerng cong nghiép da thiét bi. Két qua thuc
nghiém trén bd di liéu bén-téng-ho’p dwoc xay dwng tir div liéu do cbng nghiép
thwe té cho thay tinh kha thi ctia kién tric dé xuét va tiém nang mé réng cho
céac hé théng bao tri dw doan trong nha may théng minh.

Tw khéa: Internet van vat cong nghiép, Nha may théng minh, Bao tri dw doan,
B6 méa hoa tw dong LSTM, Ddng bd thoi gian.

1. Gioi thiéu

Cudc cach mang coéng nghiép lan thir tw
(Industry 4.0) da thac ddy sy tich hop sau rong
gitra hé thdng diéu khién truyén théng va cac nén
tang két néi thdng minh, hinh thanh nén khai niém

Mang lw&i Van vat Coéng nghiép (Industrial Internet
of Things - 1loT) [1]. Trong bdi canh dé, giam sat
trang thai thiét bi theo thoi gian thyc va bao tri dw
bao (predictive maintenance) tr& thanh hai yéu cau
cbt 16i cia nha may théng minh: mdi gi& ngirng
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may khong dwoc dw bao trvéc déu déng nghia véi
tbn that sén xuét dang ké va chi phi bao tri ting doét
bién [2]. Cac phwong phap phat hién bat thwong
truyén thdng, cha yéu dwa trén cac quy tic nguéng
cb dinh hodc cac thuat toan hoc may cé giam sat
nhw Support Vector Machine, doi héi tap dir liéu 16i
dwoc gan nhan day da - diéu kién khé dap tng
trong méi tredng van hanh thuyc té do sy cb thiét
bi chi chiém ty I& r4t nhé trong toan bo di¥ liéu van
hanh [3]. Bén canh do, sw khong ddng nhat vé dac
tinh vat ly va ché doé van hanh gitra cac loai thiét bi
khac nhau - chdng han nhw may bom ap suét, quat
ly tdm, gau tai va sang rung - khién cho mot mé
hinh don nhat khé dd kha nang biéu dién dong thoi
hanh vi binh thwéng cua tat ca thiét bi [3, 4].

Trong nhirng nd3m gan day, mé hinh hoc sau
khong giam sat dwa trén tai tao (reconstruction-
based unsupervised deep learning), dac biét la
LSTM Autoencoder, da ndi lén nhuv mot huwéng tiép
can htra hen dé giai quyét bai toan phat hién bat
thwong trong div liéu chudi thei gian cong nghiép
[4, 5]. Nguyén ly cét I6i ciia phwong phap nay la
huén luyén md hinh trén di liéu van hanh binh
thwéng dé hoc céu tric dong hoc dac trung cla
thiét bi; khi trang thai thiét bi 1éch khdi vung van
hanh binh thuwéng, sai sb tai tao ting vot va dwoc
st dung lam chi bao bat thwong [3, 6]. Nhor do,
phwong phap nay khéng yéu cau div liéu 16i co
nhan va c6 kha nang phat hién ca nhirng dang bét
thwong chwa tirng xuét hién trong lich st van
hanh.

Tuy nhién, viéc trién khai cac mé hinh hoc
sau trong hé théng IloT da thiét bi thwc té van gap
phai nhiéu thach thirc chwa dwoc gidi quyét triét
dé. Thir nhét, kién tric dam may tap trung truyén
thdng - trong d6 toan bo di liéu cdm bién dwoc
truyén 1&n may chu trung tam dé xt ly - thuwong
khéng dap &ng dwoc rang budc do tré dwdi mot
giay clia hé théng giam sat cong nghiép thoi gian
thwe do tich Iy d6 tré truyén théng trén dudng
WAN [7, 8]. Thir hai, cac lubng dir liéu thu thap tw
nhiéu thiét bi qua cac giao thirc cong nghiép khac
nhau - dac biét la Modbus RTU va OPC UA -
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thwong khéng déng nhat vé thoi gian do hién
twong polling jitter va clock offset, dan dén céac dao
dong hinh hoc gia (phantom oscillations) trong clra
s6 dau vao md hinh néu khéng duwoc hiéu chinh [8,
9]. Thir ba, co ché ngwdng phat hién cb dinh théng
thworng (vi du: p + 30 ) thiéu tinh thich nghi véi sw
thay déi diéu kién van hanh theo th&i gian, dan dén
ty 1& canh bao gia cao trong méi tredng nha may
thuc té [3, 6].

Dé giai quyét déng thoi cac thach thire trén,
bai bao nay dé xuat mot kién trac lloT tich hop
ddng bo hoa thoi gian tai tAng bién (edge-
synchronized lloT architecture) danh cho giam sat
b4t thwong da thiét bi cong nghiép st dung md
hinh LSTM Autoencoder chuyén biét theo thiét bi.
Kién tric dé xuét bao gdm ba thanh phan cbt I8i. (i)
Tang bién déng bd thoi gian: Nat bién Advantech
ECU-1051 thwe hién toan bd chubi xt ly tai ché
bao gébm hiéu chinh clock offset bang wéc lwong
trung vi, ndi suy tuyén tinh 1&n lwéi thoi gian théng
nhat, loc nhiéu va phan doan clra s6 trwot, dam
béo dir liéu dén may chd Al da dwoc can chinh thoi
gian chinh xac. (ii) M6 hinh LSTM Autoencoder déc
lap theo thiét bi: M&t mé hinh riéng biét dwoc huan
luyén cho méi thiét bi cong nghiép nham hoc biéu
dién dac trwng cla trang thai van hanh binh
thwdng, véi ham méat mat tai tao cé trong s dd tin
cay dé giam anh hwéng clia cac mau ndi suy chat
lwong théap. (i) Co ché nguéng thich nghi va bd
phiéu theo thoi gian: Ngwéng phat hién duoc xay
dwng tw déng tr phan phdi dudi cla sai s tai tao
st dung ly thuyét gia tri cuc tri (Extreme Value
Theory - EVT), két hop v6i luat bé phiéu theo clra
sb thoi gian dé loai bé canh bao gid phat sinh ti
nhiéu ngén han.

Cac dong gop chinh ctia nghién ctru nay bao
gom:

DPong gop 1 - Kién trac lloT ddng bd héa bién:
Dé xuét kién truc lloT ba tang, trong d6 di liéu tir
Modbus RTU va OPC UA dwoc ddng bo va tién xt
ly tai nut bién tredc khi truyén t6i may chi Al dé
phat hién bat thuwéng, qua doé gidm tai x& Iy va nang
cao kha nang mé rdng cla hé théng.
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DPong gop 2 - M6 hinh hda sy bat nhat thoi
gian va bd wéc lwong clock offset nhat quan: Xay
dwng md hinh toan hoc dinh Iwgng sai 1éch thoi
gian dac trweng cho tirng giao thirc cong nghiép, va
chirng minh tinh nhat quan ctia bd wéc lwong trung
vi mau cho clock offset trong diéu kién jitter bi chan.

Bdng gop 3 - LSTM Autoencoder chuyén biét
véi ham méat mat trong sb d tin cay: Tich hop ma
trén trong sb do tin cay sinh ra tw giai doan déng
bd thdi gian trwc tiép vao ham mat mat tai tao nham
giam murc dong gop clia cac mau ndi suy co do tin
cay thap trong qua trinh huén luyén. Hiéu qua cla
co ché nay dwoc danh gia théng qua nghién ciru
triét tiéu tai Muc 5.4.

DPong gop 4 - Co ché phat hién ngudng thich
nghi EVT + bd phiéu thoi gian: Két hop
Generalized Pareto Distribution (GPD) tr ly thuyét
gia tri cwce tri v&i co ché bo phiéu cira sé thdi gian
dé dat dwoc xac suat canh bao gia kiém soat dwoc
trong diéu kién tai mang bién déi, vuot troi ré rét so
véi ngwdng tinh truyén thdng khi diém van hanh
cla nguwdng dwoc hiéu chinh phu hop véi dac tinh

Bui & nnk

phan phéi dudi ctia sai sb tai tao. Phan con lai cta
bai bao dwoc td chirc nhw sau. Phan 2 trinh bay
kién tric hé thdng va cac thiét bi dwoc giam sat.
Phan 3 md hinh héa sy bat nhat thdi gian va trinh
bay pipeline x( ly tai nut bién. Phan 4 trinh bay
framework phat hién b4t thwong trén nén tang Al.
Phan 5 trinh bay két qua thwc nghiém. Phan 6 trinh
bay Két luan va hwéng phat trién.
2. C4u triac hé théng
2.1. Kién trac hé théng

Bai toan giam sat bat thwong thiét bi cong
nghiép trong thai gian thwc dat ra yéu cau kép: mot
mat can dam bao do tré quyét dinh dd thap dé can
thiép kip thoi trwdc khi sw cb lan rong, mat khac
phai hoat dong lién tuc trong méi trwong phan
xwdng v&i bang théng mang han ché va diéu kién
van hanh khac nghiét. Kién tric dam may tap trung
truyén théng khong dap (rng dugc déng thdi ca hai
rang budc nay: do tré truyén thong tich Idy t cdm
bién dén may chl suy luan thwdng vwot qua
nguéng thoi gian thwe 1.000 ms, déng thoi phu
thudc hoan toan vao két néi mang WAN [7, 8].

(1) TANG TRUONG

M; — Gau tai M, — Sang rung — Mang khi
I, V,f(3ch) Ax, Ay, Az, | (4ch.) P, F (2ch.)
8; = +50 ms 6, =-30ms 83 = +120 ms
Amax = 7.5 ms Amax = *7.5ms Amax = +37.5ms
Modbus RTU @ Modbus RTU iﬁ OPC UA
MRS *

\d

(2) TANG BIEN — ADVANTECH ECU-1051

@ 1. Sai léch déng hd @] 2. Hiéu chinh nhan thdi gian : 3. Noi suy @ 4. Trong s8 do tin cdy
Trung vi: & — & cb tv=1-§ Tuyén tinh, lu6i T Wy = exp( d/BA)
? 5. Loc trung vi Q A 6. Loc EMA @ 7. Kiém tra chat lugng E 8. Cira s trugt
3 diém, loai ngoai lai a=02 r 2 min | Xn € RA(T x d)

Déu ra (X,, W,) déng gon theo timg cira s6 — truyén qua MQTT téi méy chi Al

i MQTT / TCP

(3) TANG GIAM

SAT — MAY CHU Al

1. LSTM AE
M hinh riéng theo thiét bi

7‘ 2. Tai tao c6 trong s6
L= Zw|[X¢ - Xk“r

£ gl

A

3. Ngudng EVT
GPD, 8(p; = 0.02%)

4. BS phiéu (L = 5)
K, = 3 — cinh bdo A,

— AR

Dashboard / SCADA | J
Cinh bdo — ngudi vin hanh - OPC UA ’

Hinh 1. Kién truc lloT dwoc ddng bo héa bién ba 1&p dwoc dé xuat dé theo dbi sy bat thuwong trong
coéng nghiép da thiét bi. Lop trwdng thu thap div liéu cdm bién qua Modbus RTU va OPC UA; I1&p bién

(Advantech ECU-1051) thwc hién

ddng bod hda thei gian va tién xt ly
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Dé khac phuc nhirng gi¢i han do, nghién ctru
nay ap dung mé hinh bién ban dia (edge-native),
trong d6 toan bd vong I&p thu thap-tién x& ly dwoc
thyee thi ngay tai nat bién dat trong phan xwéng. Hé
thdng dwoc t chirc theo kién tric phan 16p ba tAng
nhw minh hoa trong Hinh 1.

The nhét, Tang trwdng: Bao gbm ba thiét bi
cébng nghiép di biét M1, M2, M3 dwoc trang bi cac
cum cadm bién chuyén dung. D liéu do lwdng
duwoc thu thap theo chu ky polling qua hai giao thirc
bus cdng nghiép phd bién 1a Modbus RTU va OPC
UA [1]. Th& hai, Tang bién: Nut bién Advantech
ECU-1051 ddm nhan toan bé chudi x& ly thoi gian
thwe, bao gdm déng bd hoa theo thoi gian, loc tiéng
dn, phan doan va dong géi ctra sé truot trwdc khi
chuyén tiép cac bo cang tinh nang dén may cha Al
giam sat, noi thue hién suy luan bat thuwong va tao
nguwéng thich (rng. Cudi cung la tng giam sat: May
chd Al va hé théng dashboard nhan két qua canh
bao da dwoc loc tr tAng bién thédng qua giao thirc
MQTT, phuc vu lwu tri¥ lich st va hién thj cho ky sw
van hanh. ECU-1051 dweoc Iwva chon lam gateway
bién vi dap (rng ddng thdi ba rang budc trién khai
thwe té: (i) da tai nguyén xir ly dé thuc thi toan bd
pipeline tién x( ly tai chd - déng bd hoa, ndi suy,
dong goi ctra sb truot - trwde khi chuyén tiép div
liéu 1én Al Server qua MQTT; (ii) tiéu thu dién nang
thap phu hop méi trwdng phan xuéng; (iii) tich hop
truc tiép Modbus RTU va OPC UA ma khong can
gateway bé sung [7].

2.2. Cac thiét bi dworc giam sat

Hé thdng giam sat dong thoi ba loai thiét bj

coéng nghiép co6 dac tinh vat ly, sé lwgng cdm bién

Bui & nnk

va ché do bat thworng hoan toan khac biét. Sy di
biét nay la yéu tb cét I16i thach thire tinh tdng quat
hoa cta bat ky giadi phap giam sat théng nhéat nao,
ddng thoi ciing 1a luan ci khoa hoc cho thiét ké
don mé hinh ddc 1ap trén tirng thiét b sé dwoc trinh
bay & muc 4 [3, 4].

Thiét bi M1 - G4u tai: Thiét bi van chuyén vat
liéu roi theo phwong thang dirng, van hanh bdi
dong co dién xoay chiéu ba pha. Cum cam bién do
dién nang gébm ba kénh: dong dién pha | (A), dién
ap ngudn V (V) va tan sb lwoi f (Hz). Bt thuwong
dién hinh bao gébm ket co hoc (biéu hién qua dot
bién dong dién) va sut ap ngudn (biéu hién qua dao
doéng dién ap khéng déi xirng) [3].

Thiét bi M2 - Sang rung: Thiét bj phan loai c&
hat vat liéu bang dao déng co hoc cwdng burc.
Cum cam bién gom gia tbc ké& ba truc Ax, Ay, Az
(m/s?) va dong dién dong co | (A). Bat thwong dién
hinh bao gdbm mét can bang khéi léch tam (biéu
hién qua bét dbi xirng bién dd rung gitra cac truc)
va mai mon & bi (biéu hién qua thanh phan tan sb
cao tang dan trong phé rung) [10].

Thiét bi M3 - Mang khi: Hé théng van chuyén
bot liéu bang ludng khi nén. Cum cam bién gdm ap
suat khi P (kPa) va lwvu lwong khi F (m¥h). Bét
thwdng dién hinh bao gébm téc nghén dwéong éng
(biéu hién qua tng ap suat dot ngdt kém sut lwu
lwong) va ro ri khi (biéu hién qua ap suét thap bét
thwong khi lwu lwong bom cép van 6n dinh) [6].
Bang 1 tém t&t cAu hinh cdm bién, giao thirc truyén
théng va dé léch déng hd hé théng &i clia tirng thiét
bi, dwoc st dung trwc tiép dé kiém chirng thuc
nghiém Ménh dé& 1 & Muc 3.1.

Bang 1. C4u hinh cdm bién, giao thirc truyén théng va dac diém jitter cta thiét bj dwoc giam sat

) Cam bién Chu ky lay . Po léch
Thiét bj M6 ta Giao thirc . W Ji X
: (d; kénh) miu Amax JIter 48 hé 5,
X 5. Modbus
+ +
M, Gau tai I,V,f RTU 20ms +7.5 ms 50 ms
AGALALL (3 Modbus
M Sang run y 20 ms +7.5 ms -30 ms
2 g ring kénh) RTU
M Mang khi  P,F (4 kénh)  OPC UA 100 ms +37.5 ms +120 ms
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3. Pipeline xtr ly do tin cay tai bién
3.1. M6 hinh héa sw bat nhat thoi gian va dong
bd héa

M6t trong nhi¥ng thach thirc nén tang clia hé
thdng da thiét bj di biét 1a sw bat nhat thdi gian
(temporal inconsistency) phat sinh tir ban chat cla
cac giao thirc bus cdng nghiép [8, 9]. Khac vé&i cac
hé thdng déng bd hoa thdi gian chinh xac nhw
IEEE 1588 PTP, Modbus RTU hoat dong theo co
ché master polling tuan tw: nat bién lan lwot truy
vén tirng thiét bi, do d6 méc thoi gian ghi nhan tai
ECU-1051 tich Ity thém d6 tré giao tiép so v&i thoi
diém do lwong vat ly [9]. OPC UA c6 co ché
publish/subscribe linh hoat hon nhwng dwa vao hé
théng mot ngudn jitter khac véi bién dd bién thién
cao hon [7].

Xét ludng dir liéu thd cua thiét bj thiv i

s={(19)) 0

trong do x"€R™ Ia vector tin hiéu cam bién
va 1 1a nhan thoi gian dwoc ghi nhan tai nat bién.
M6 hinh sai léch thoi gian thuc té dwoc biéu dién
b&i

1=ty +Sie( 2

trong d6 §; 1a do léch ddng hd mang tinh hé
théng ctia thiét bj ther i, con £ biéu di&n thanh
phan jitter ngau nhién gay ra b&i co' ché truyén
thong [7, 9].

Gia thiét 1: Trong khoang thdi gian quan sat
ngén, thanh phan jitter dwoc gia st la doc lap, cd
trung vi bang khéng va bi chan bai

. (i)
]3>
| AD  AD
eE')~Uniform (- —Zax , —';ax (3)

Gia thiét nay phu hop véi dic tinh cla
Modbus RTU va OPC UA, trong d6 do tré truyén
thdng chi dao dong trong mét khoang hiru han va
khong xuét hién hién twong tréi déng hd dang ké
trong khoang thoi gian ngén [9]. V&i Modbus RTU,
bién do jitter téi da woc tinh AMEMD=15 ms (mot
khung Modbus 8 byte trén RS-485 & 115.200 baud
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[9]); voi OPC UA, AMY=30-150 ms tuy tai mang
Ethernet [7, 8], gia tri dai dién 75 ms dwoc dung
trong mé phéng. Méi thiét bi con mang mét clock
offset &; riéng biét (dy,=+50 ms, dy,=-30 ms,
Sy, =+120 ms - Bang 1), tao diéu kién kiém chirng
thwc nghiém cho bd wdc lweng trung vi dwéi day.
Néu khong hiéu chinh, hai mau tr M4 va M tuéng
nhw ddng thoi co thé 1éch nhau téi ~170 ms khi tai
mang cao - & tan s6 ldy mau muc tiéu 50 Hz, twong
dwong 8-9 mau, da dé tao dao dong hinh hoc gia
(phantom oscillations) trong clra s6 dau vao va lam
tang vot ty I1é canh bao gia [8].

Khac véi phwong phap sir dung moét thiét bi
cb dinh 1am tham chiéu, nghién ctru nay lwa chon
ludng di¥ liéu c6 dd bién ddng nhan thdi gian nhé
nhéat 1am mébc déng bo:

ref=arg min Var (1) (4)

Viéc lwa chon reference dwgc thuwe hién trén
cac ludng di lieu dang & trang thai hop 1&. Khi
lubng dang dwoc st dung lam reference mét két
ndi hodc khdéng con dap trng tiéu chi chat lwong
thdi gian, hé thdng can lwa chon lai reference tw
céac ludng con kha dung. Do céac lubng co thé tén
tai clock offset khac nhau, viéc chuyén truc tiép
gitra hai reference c6 kha nang tao ra bwéc nhay
trén truc thoi gian. Vi vay, dé léch twong dbi gitra
reference cli va reference mdi can dwoc wéc
lwong trén khodng di liéu chong 1an va dwoc bu
trwéc khi st dung reference maéi. Cac ctra s6 di
liéu nam trong giai doan chuyén tiép va khéng bao
dam diéu kién déng bd dwoc loai bd khdi qua trinh
tao dau vao cho md hinh.

Do l&ch thoi gian twong dbi cda thiét bi thir i
so voi reference dugc wéc lwong bang trung vi
mau:

Ad;=median (Tt(i)-Ttref) (5)
trong d6 Ad;=8;-O¢s. Viéc str dung trung vi thay cho
trung binh cong giup giam anh hwéng cua cac gia
tri ngoai lai do tdc nghén mang hoac chu ky publish
bat thuwong [7].

Ménh dé 1. Dwéi Gia thiét 1, bd wéc lwong
trung vi la nhat quan:
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B, 5 A3, (6)

Chng minh. Véi gia thiét jitter co trung vi
bang khéng va bj chan, théng ké trung vi mau hoi
tu theo xac suét vé trung vi clia phan bd sai léch
timestamp khi s6 lwong mau tang; khi sé mau du
|6n,AD,—Ad;. Ménh dé& dwoc kiém chirng thuc
nghiém bang cach tiém cac gia tri AS; da biét trwdc
cho tirng thiét bi (Bang 1) rdi so sanh v&i AS; wéc
lwong dwoc: sai sd quan sat dudi 1 ms & ca ba
thiét bi, phu hop véi tinh nhat quan da chirng minh.

Sau khi bu d6 léch déng hd, nhan thoi gian
hiéu chinh 1a 1V=10-A,. Cac Iludng dir lieu duoc
anh xa lén lwoi thoi gian chung T={t=to+kA}S)
bang ndi suy tuyén tinh:
L TJTJ XO@)xO ()] (7)

trong do j 1a chi s6 mau gan nhat thoa Tisty.

£ (40)=xD (7,)+
Tj+1

DPéi voi khoang mét dir liéu ngén, co ché dién tién
dwoc cho phép téi da ndm mau lién tiép; clra sé c6
sb mau méat vwot ngwdng nay bj loai bé dé tranh
lan truyén théng tin khéng dang tin cay [4].

Do céac diém ndi suy co6 do tin cay khac nhau
tuy khodng cach t&¢i mau gbc, mbi diém dir liéu
dwoc gan trong sé do tin cay

wy=exp ('1@—&") p=1 (®)

Nhan xét 1. Vi exp(-x) €(0,1] v&i moi x=0,
trong s6 w luén thda 0<w(’<1- tinh chét nay dam
bao tinh 6n dinh clia qua trinh tdi wu & may chi Al
va sé& dwoc dung dé& chirng minh ham méat mat bi
chan & Muc 4.1. Ma tran trong sé thu duoc trong
qua trinh déng bo duoc truyén cung tensor dir liéu
t&éi may chu Al qua MQTT, giup cac vung tin hiéu
dwoc ndi suy nhiéu hodc chat lwgng thap déng gop
it hon vao qua trinh hoc ctia mé hinh [3, 4].

3.2. Diéu hoa tin hiéu va phan doan ctra sb
trwot

Sau khi cac luéng di¥ liéu dwoc dong bd va
anh xa lén cung lwéi thoi gian, tin hiéu van cé thé
chra gia tri 6t bién, nhiéu cao tan va méau bi mat.
Mot chudi bwdc diéu hoa tin hiéu dwoc thwe hién
tai nut bién trwdc khi div liéu dwge glri téi may cha
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Al [3, 4].

Trwéc tién, bo loc trung vi ba diém loai bd cac
gia tri ngoai lai don I& ma van duy tri bién dang tin
hiéu:

x("MeD=median (xt('% ,xt(i),xt(91) (9)

So v&i b loc trung binh trwot, bd loc trung vi
chdng chiu tét hon véi cac xung nhiéu ngau nhién
trén dwong truyén [8]. Sau do, tin hiéu dwoc lam
tron béng bd loc trung binh ma:

Xt(i,ema)=axt(i,med)+(1_a)xt(_iaema) (10)

trong d6 a€(0,1) la hé sb lam tron. Trong
nghién ctu nay, gia tri a=0.2 dwoc lwa chon nham
dat dwoc sw can bang gitra kha ndng khir nhiéu va
tbc dd dap (rng cla tin hiéu.

Chét lwogng mbi clra sé di liéu dwge danh
gia qua ty 1& mau hop 1& r=N,jiq/Nita. Clra s6 co
r nhd hon nguwdng dinh trwdc sé bj loai bd [4].

Gia thiét 2. Trong diéu kién van hanh binh
thwong, r2rp, - mat goi kéo dai chi xuét hién voi
xac suét rat nhé [11].

Sau kiém tra chat lwong, di lieu dwoc t6
chtrc thanh cac ctra sb trwot do dai T, tao tensor
JAU VA0 X =[Xn Xne1,-- - Xne11 |ERT V&I bwde dich
nhé hon T, cho phép khai thac quan hé thdi gian
gitra cac mau lién tiép va tdng mat dé quan sat [3,
4]. Ma tran trong s6 do tin cay t» Muc 3.1 dwoc
dong goi va truyén cung X, t&i may chd Al qua
MQTT, bdo toan théng tin chat lwong div liéu xuyén
sudt pipeline va tich hop trwc tiép vao ham mat mat
tai tao @ Muc 4.1.

3.3. Phan tich d6 phurc tap tinh toan

Toan bd pipeline tién xt ly tai ECU-1051
duoc thiét ké d& dam bao van hanh thai gian thuc
trén nén tang co tai nguyén han ché [7]. Goi M 1a
sb thiét bi, d 14 tbng sb kénh sau hop nhét, T 1a
chiéu dai clra sb trwot va K 1a s& mau méi chu ky
Xt ly. Vi wéc lwong clock offset va ndi suy tuyén
tinh dwoc thue hién doc lap, tuan tw trén tirng mau
clia tirng lubng (O(MK)), cac bd loc trung viltrung
binh mi chi yéu ciu sé phép toan hang sé trén méi
mau (O(K)), va viéc tao ctra sé truot chi gdm céac
thao tac cap nhat tuan ty khéng can nhan ma tran
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I&n (O(Td)), dd phtrc tap thdi gian téng thé cla
pipeline bién xap xi:

O(MK+Td) (11)

Vé bd nhé, nut bién chi can lwu cac mau
trong clra s6 quan sat hién tai, nén yéu cau bd nhé
ciing la O(Td), khéng phu thudc téng thdi gian van
hanh hé théng. V&i cau hinh thwe nghiém (M=3,
d=9, T=50), tai tinh toan tai ECU-1051 tang tuyén
tinh theo kich thuwéc div liéu va thap hon dang ké
so v&i chi phi suy luan cia LSTM Autoencoder -
vén dwoc chuyén hoan toan sang may chu Al [3,
4]. Do moi buéc xt ly déu tuyén tinh, kién tric dé
xuat cé kha ndng mé rong tét khi sé lwong thiét bi
giam sat tang lén.

4. Framework phat hién bat thwong trén nén
tang Al

4.1. LSTM Autoencoder chuyén biét theo thiét
bi

Sau tién xtr ly tai bién, cac tensor da déng bod
va phan doan dugc truyén téi may cha Al dé phat
hién bat thuwdng. Do dac tinh van hanh, dai gia tri
va dong hoc cla trng thiét bi khac biét dang ké,
m6t mé hinh duy nhat cho toan hé thdng c6 thé lam
suy gidm kha nang biéu di&n trang thai binh
thwéng cda tirng thiét bi riéng 18 [3, 4, 12,13,14].
Vi vay, mét mdé hinh LSTM Autoencoder déc lap
dwoc huan luyén cho méi thiét bi [5, 6].

Vi tensor dau vao X eR™% cua thiét bi ther
i, khdi encoder gdbm hai I&p LSTM tuan tw nén
chudi tin hiéu thanh vector dac trwng sé chiéu thap:

h{"=LSTMens (x”.h{"))

20=fope (X) ER (12)

Gia tri d, = 8 dwoc chon dé duy tri ty 1& nén
> 10 lan, tranh anh xa ddng nhét (identity mapping)
-hién twgng mo hinh chi sao chép dir liéu dau vao
ma khoéng hoc dwgc dac treng déng hoc cé y nghia
[3, 5, 15]. Khéi decoder tai tao lai chudi tin hiéu ban
dau:

R0 =fgoc(2) (13)

Khac véi MSE truyén théng [4, 5], ham mét
mat s dung tryc tiép trong sb do tin cay WS) ter
Muc 3.1 dé gidm anh hwéng ctia cac mau dwoc ndi
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suy nhiéu hodc chét lwong thap. Véi sai sb tai tao
el((i)- ”X(') ()” ham méat mat tai tao cé trong s6

la:
1 T
L(I)=TZ WI((l) el((l) (14)
k=1

Nhd dé, cac mau dwoc ndi suy tv khoang
thoi gian xa div liéu gbc déng goép it hon vao qua
trinh t6i wu, han ché anh huwéng cla sai sb truyén
théng t&i qua trinh hoc [8, 9].

Nhan xét 2. Do 0<w{’<1 (Nhan xét 1) va sai
s tai tao trong diéu kién van hanh binh thwdng cé
ky vong hiru han - hgp ly vi tin hiéu van hanh binh
thwong bi chan vé vat ly va khéng xuét hién gia tri
phan ky [3, 4], ta c6 LO=23, w e <15, el <o
ham mét mat tai tao cé trong sb luén bi chan trén
va khéng gay mét én dinh trong qua trinh téi wu.

Kién truc dé xuét cho phép théng tin chét
lwong di¥ liéu dwoc bdo toan xuyén subt chudi xt
ly: trong sb dd tin cay sinh ra & giai doan dong bod
thoi gian tiép tuc dwoc tich hop truc tiép vao qua
trinh hoc nham gidm anh hwéng cta cac mau noi
suy c6 do tin cay thap. [8, 9].

4.2. Ngwdng thich nghi va quyét dinh theo thoi
gian

Sau khi LSTM Autoencoder dwoc huén luyén
trén di liéu van hanh binh thwéong, sai s6 tai tao
doéng vai trd chi bao mirc d6 bat thwong [4, 5]. Do
d&c tinh bién thién theo thdi gian cia hé thdng
coéng nghiép, mét nguwéng ¢cb dinh thudng khong
da linh hoat d& phan anh thay déi diéu kién van
hanh [3, 6]. Nghién ctru nay dung ly thuyét gia tri
cwe tri (Extreme Value Theory - EVT) két hop co
ché bd phiéu theo thdi gian dé xay dung nguéng
thich nghi va han ché canh bao gid do nhiéu tic
thoi [3, 6].

V&i méi clra sd quan sat thr n, diém béat
thwdng la

a¥= Zw(u) ||x(') (0| (15)

Nguwéng so cap u dugc chon bang phan vi
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th& p, clia tap huan luyén: u=Q,_(a), v6ip,=99.5%
trong cAu hinh cudi cung (xem thao luan lwa chon
tham s6 & Muc 5.4). Cac tham sb p, va p; duoc
xac dinh tai giai doan hiéu chinh va khéng dworc gia
thiét 1a cd dinh cho moi diéu kién van hanh. Khi
phan bd sai sb tai tao cla trang thai binh thwéong
thay ddi, ngwéng so cip u va cac tham s GPD
can dwoc wéc lwong lai trén tap di liéu nén méi
dé cap nhat ngwdng phat hién 6.

Trong nghién clru hién tai, qua trinh hiéu
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chinh nay dwoc thwe hién ngoai tuyén; co ché cap
nhat trwc tuyén chwa dwoc xem xét. Do cac gia tri
vuot ngudng lién tiép thwdng cé twong quan manh
theo thoi gian (dac tinh cia LSTM va tinh lién tuc
cla qua trinh cong nghé) [4, 6], phwong phap
declustering dwgc ap dung trwdc khi wéc lvong
phan bd cuc tri: véi méi cum vwot ngwdng lién tiép
Ci={ailai>u}, gia tri dai dién la Yj=211€elgjg(at-u), chi

gitr lai gia tri lon nhét trong mdi cum dé tap di liéu
cwe tri gan théa gia thiét doc lap.

Bang 2. Tém tat bo dir liéu ban-téng-hop dwoc str dung trong nghién ctru

Thiét bi Cam bién Giao thtrc Mau hiéu chinh  Mau kiém thtr  Mau bét thwdng
M1 IV, f Modbus RTU 86,400 518,351 2,641 (0.51%)
M2 A XA yA z| Modbus RTU 86,400 518,351 3,378 (0.65%)
M3 PF OPC UA 85,438* 518,351 1,338 (0.26%)

*M3: 962 mau lan bat thwdng trong khodng hiéu chinh bi loc bd trwdc khi huan luyén.

Theo dinh ly Pickands-Balkema-de Haan,
phan bd cac phan vwot ngwéng dwoc xap xi bang
phan bé Pareto tbng quat (GPD) [3, 6]:

R

F=t-(142) 0 (16)

v&i tham sb ty 1& 6>0 va tham sé hinh dang
¢ woc lwong bang Maximum Likelihood Estimation.
Ngw&ng phat hién thich nghi twong (rng xac suét
b&o déng gid mong mudn p; la:

=u+o (ﬁp )_§-1] (17)

[Ny

trong d6 N |a tbng s& mau huén luyén va N,
la 6 mau vuot ngudng so cap u. Nhd d6, ngudng
phat hién dwoc xac dinh truc tiép tir d&c tinh théng
k& phan dudi cha sai sb tai tao thay vi mét gia tri
kinh nghiém ¢b dinh [3, 6].

Gia thiét 4. Cac phan vwot ngwdng sau
declustering dworc gid sir doc lap va déng phan bd;
duwéi gid thiét nay, xac suét bao dong gia dwoc
kiém soat xap xi b&i p, da chon.

Mac du nguwdng EVT giam anh hwéng cua
thay déi diéu kién van hanh, cac dao dong ngan
han ho&c nhiéu truyén théng van cé thé tao canh
bao don 1& [7, 8]. Co ché bd phiéu theo thoi gian
dwoc &p dung dé nang cao d6 tin cay quyét dinh

cudi cuing [6]. Bién quyét dinh nhj phan b,=1[a,,>6];
véi clra s6 bo phiéu L quyét dinh lién tiép, tin hiéu
canh bao cudi cung la:
n
A,=1 by 2K,
k=n-L+1

trong do K, la sé phiéu téi thiéu dé kich hoat
canh bao (L=5, K,=3 trong nghién ctru nay). Co
ché nay loai bd cac canh bao tirc thdi gay ra boi
nhiéu ngau nhién, chi coi nhirng bat thwdng kéo
dai trong nhiéu ctra s6 lién tiép 1a sy cb thuc sw,
cho phép hé théng duy tri d& nhay cao trong khi
kiém soat xac suét bao déng gia [3, 6].
4.3. Phan tich do tré dau cudi

Ngoai d6 chinh xac phat hién, kha nang dap
&ng thoi gian thuc 14 yéu cau quan trong clia hé
théng giam sat cong nghiép [1, 7]. D liéu dwoc x{r
ly tuan tw qua cac giai doan dong bd thdi gian, diéu
hoa tin hiéu, truydn MQTT, suy luan LSTM
Autoencoder va ra quyét dinh. Do tré dau cubi la
tbng do tré tirng thanh phan:

Ttotal=Tsync+Tfi|ter+TMQTT+TLSTM+Tdecision (19)

Theo Muc 3.3, cac tac vu tai nut bién c6 db
phtrc tap tuyén tinh va chi yéu cau it phép toan trén
méi chu ky 1y mau, trong khi suy luan hoc sau
dwoc chuyén sang may cha Al dé gidm tai cho
ECU-1051 [7]. V&i chidu dai cira sb T, sb chidu dAu

(18)
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vao d; va sd nut &n LSTM H, chi phi suy luan xap
xi O(TdH) [4, 5] - tang tuyén tinh theo chiéu dai
chudi va sb nut an. Cac phép toan lién quan
ngwdng EVT va luat bd phiéu chi gdm céng va so
sanh don gidn nén Tyecision<TLsTm Va c6 thé bd
qua trong do tré tong.

Nhan xét 3. Vi méi thanh phan trong (19) déu
bi chdn trén bd mot hang sbé hiu han
(Tsyno=C1,-- -, T decision<Cs), d0 tré dau cudi cting bi
chan trén: TipgSCit+CotCatcytcs<o. Viéc phén
tach tac vu tién x& ly tai tng bién va suy luan hoc
sau tai may chu Al gitp giam tai tinh toan cho ECU-
1051 va duy tri khd ndng mé réng cua kién truc.
Tuy nhién, gi¢i han Ty <1s can dwoc xac nhan
bang phép do dd tré diu cudi trén hé théng trién
khai thwc té. Trong nghién ctru hién tai, sé liéu do
day dua cho tirng thanh phan cia Ty, chua dwoc
thu thap [7, 8].

5. Thiét lap thi nghiém va thao luan
5.1. BO dir liéu thwec nghiém

Do han ché vé thdi gian trién khai ha tang
truyén théng MQTT thuc té tai thoi diém thwe hién
nghién cwu, b dir liéu thwc nghiém dwoc xay
dwng theo phwong phap ban-tébng-hop (semi-
synthetic), dwa trén mot doan di¥ liéu that thu thap
lién tuc t» hé théng giam sat cla ba thiét bj cong
nghiép M1, M2, M3. Ngay dau tién (24 gi®, 86,400
mau/thiét bi, khéng chira béat thuwdng) dwoc s
dung lam tap hiéu chinh (calibration set) dé huan
luyén mé hinh LSTM Autoencoder va fit nguwéng
EVT: phan dir liéu con lai, gdm 518,351 mau/thiét
bi twong &ng xap xi sau ngay van hanh lién tuc,
dwoc st dung lam tap kiém thir. Viéc mé rong c&
m&u hiéu chinh Ién 86,400 nham dam bao sb6
lwong diém vuwot ngwdng (N,) di lén dé woc
lwong 6n dinh cac tham sbé (o,£) ctia phan bé GPD,
tranh hién twong b4t 6n ctia nguwéng EVT khi c&
mau hiéu chinh qua nhé.

Trén nén di¥ liéu that nay, tin hiéu dwgc mé
réng bang md hinh nhiéu Gauss quanh gia tri théng
ké gbc cua tirng thiét bi, ddng th&i nhan thoi gian
dwoc tiém jitter va clock offset theo dung mé hinh
Phwong trinh 2 va 3 véi cac tham sé cu thé & Bang
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1, nhdm tao ra tap dir liéu da Ién dé& huén luyén va
danh gia mé hinh trong diéu kién cé kiém soat [4].
Dé dam bao tinh 6n dinh thdng ké clia két qua, toan
bd thwe nghiém dwoc I&p lai vai 5 gia tri seed ngau
nhién khac nhau; cac s liéu dwoc bao cao dwdi
dang mean xstd. Cac sy kién bat thuwdng dwoc
tiém co6 chu dich vao tin hiéu theo cac kich ban 16i
vatly da mo td & Muc 2.2 (ket co hoc, sut &p ngudn,
méat can bang khdi l&ch tam, mai mon 6 bi, tic
nghén dwong bng, ro khi), véi nhan ground-truth
duwoc xac dinh chinh xac tuyét dbi theo thiét ké tiém
16i.

Bang 2 tém t&t cAu hinh cta bd di liéu dwoc
st dung trong cac thwc nghiém tiép theo. Can
nhan manh rang phwong phap nay chwa thay thé
hoan toan viéc danh gia trén dir liéu 16i thuc té dai
han v&i nhan xac nhan da ngudn (nhat ky béo tri,
SCADA, chuyén gia co dién); day la hwéng mé
roéng trong cac nghién ctru tiép theo khi ha tang
truyén théng MQTT/Edge thuc té dwoc trién khai
day da [7]. Trong pham vi bai bao nay, cach tiép
can ban-tbng-hop cho phép danh gia dinh lvong,
c6 kiém soat va cé thé 1ap lai dbi voi kha nang phat
hién b4t thwong cha thuat toan dé xuét.

5.2. Cac phwong phap déi sanh

Dé danh gia khach quan hiéu quéa cla kién
trac dé xuét, nghién ctru nay tién hanh so sanh véi
nhiéu phwong phap phat hién bat thuwong dai dién
cho cac huéng tiép can khac nhau, bao gdm ca
cac thuat toan hoc may truyén thdng va cac mé
hinh hoc sau dwa trén tai tao.

One-Class  Support Vector Machine
(OCSVM): OCSVM la mét trong nhirng phuong
phap phat hién bat thwdng cd dién dwoc st dung
réng rai trong cac bai toan giam sat céng nghiép
[3]. Trong nghién clru nay, cac dac trweng mién thoi
gian bao gbm gia tri trung binh, dé léch chuén, gia
tri cwe dai, gia tri cwc tiéu va nang lwgng tin hiéu
dworc trich xuét to tieng clra sb quan sat trwde khi
dwoc dwa vao bé phan loai OCSVM.

Isolation Forest (IForest): Isolation Forest |a
phwong phap dwa trén cay ngdu nhién vdi kha
nang phat hién cac diém di liéu hiém théng qua
co ché phan hoach ngdu nhién [3]. Twong tw
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OCSVM, md hinh dwoc huan luyén trén tap dac
trwng thdng ké mién thdi gian nham tao ra mot ddi
sanh dai dién cho nhém phwong phap hoc may
truyén théng.

LSTM Autoencoder khéng trong s do tin cay
(w/o Reliability Weight): M6 hinh nay st dung cung
kién tric va cung di¥ liéu dau vao da déng bo thoi
gian nhw phwong phap dé xuét, nhung thay trong
s6 w{ trong ham méat mat (Phuong trinh 14) béng
gia tri ddng nhat w(’=1. Béi sanh nay tach biét
ding anh hwéng riéng ctia thanh phan trong sb do
tin cay, doc 1ap voi bwdc dong bo thoi gian.

LSTM Autoencoder v&i ndi suy gilr bac
khéng (ZOH Resampling AE: Dé khao sat anh
hwdng cta phwong phap néi suy, nghién ctru nay
thay thé ndi suy tuyén tinh bang phwong phap gilr
bac khéng (Zero-Order Hold -- ZOH). Trong
phuwong phap nay, gia tri gan nhét truéc thoi diém
ldy mau dwoc duy tri cho dén khi xuét hién mau
méi [8]. Cac thanh phan con lai clia hé théng dwoc
gilr nguyén.

LSTM Autoencoder v&i nguwdng tinh (Static-
threshold AE): Bén canh cac phwong phap dbi
sanh trén, mot moé hinh LSTM Autoencoder st
dung ngwéng tinh truyén théng 6=u+30 ciing duwoc
xay dwng nhdm danh gia loi ich cla co ché
nguéng thich nghi dwa trén ly thuyét gia tri cuc tri
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(EVT) [3, 6], trong d6 p va o la gia tri trung binh va
dod léch chuan cua sai sb tai tao trén tap huan
luyén.

5.3. Cac chi s6 danh gia

Hiéu néng cla hé théng phat hién bat thwéong
dwoc danh gia théng qua nhiéu chi sb khac nhau
nhdm phan anh déng thoi khd ndng phat hién
chinh xac, mrc d6 bao ddng gia va kha nang dap
&ng thoi gian thye [3, 6]. Cac chi sbé duwoc sir dung
bao gdbm Precision, Recall, F1-score, dién tich
duwéi dwdng cong ROC (AUC-ROC), dién tich dudi
dwong cong Precision--Recall (PR-AUC), ty 1é bao
dong gia (False Alarm Rate -- FAR) va dé tré suy
luan.

Goi TP, TN, FP va FN lan lwot 1a sb lwong
mau dwong tinh dung, &m tinh dung, dwong tinh
gia va am tinh giad. Chi s Precision (Phwong trinh
20) dé phan anh ty lé cac canh bao dwoc phat hién
thwe sw twong ng véi cac bat thwong xay ra trong
hé théng.

Precision= (20)

TP+FP
Kha ndng phat hién day du cac sw kién béat
thwong dwoc danh gia thong qua chi sé Recall:

Recall=

TP+EN 1)

trong do gia tri In cho thdy mé hinh it bd sét
céac sy ¢b quan trong.

Puong cong dic tinh hoat djng ciia by thu (ROC) - Thiét bj M1

1
=09
e

0.8
0.7

——

0.6

=
=0.5 0.95
=2

= 0.4 = =Doin nghu nhién -

e U

- = = OC-SVM (AUC = L.0000) -

D (.3 | Looulotaton Ferest aUC = L0000) - 0.9¢
P

st on

-

0.2 P 0.85

2 o

D¢ xuiit (AUC = 1.0000) -

0.1 -7

0 0.1 02 03 04

-

0.05 0.1 0.15

0.5 0.6 0.7 0.8 0.9 1

Ty 1¢ dwong tinh gia (FPR)
Hinh 2. BPuwéng cong ROC so sanh gitra phwong phap dé xuét, cac bién thé ablation va céac
phwong phap dbi sanh trén ba thiét bi giam sat. AUC-ROC bao hoa =1.000 & hau hét cac phwong phap
do déc tinh dé tach biét clia bat thudng tiém téng hop.
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~ Duong cong D_@ chinh xic - D¢ bao phi - M1

Bui & nnk
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Hinh 3. Budng cong Dé chinh xac-Bo bao phi twong (rng, dung lam chi sé phan biét chinh gitra cac
phwong phap trong diéu kién mat can bang nang. PR-AUC cuia phwong phap dé& xuat dat 1.0000,
0.9990 va 0.9947 1an lwot tai M1, M2 va M3 (dwéng chdm ngang biéu dién ty 1& bat thwong nén cla
tirng thiét bi). Piém van hanh dwoc danh dau bang ky hiéu o twong trng véi F1 cao nhét dat dwoc
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Do Precision va Recall thwéng tén tai sw
danh ddi 1an nhau, nghién ctvu nay st dung F1-
score (cong thirc 22) nhw mot chi sb tdng hop
nhdm danh gia can bang gitra kha nang phat hién
va mirc d6 bao déng gia [3, 6].

_ 2xPrecisionxRecall

F1= Precision+Recall (22)

Bén canh do, dién tich dwéi dwong cong dac
tinh hoat dong ctia bd phan loai (AUC-ROC) dworc
s dung dé danh gia khd nang phan tach gitra
trang thai binh thwong va trang thai bat thuong
trén toan bo mién gia tri cia nguwéng quyét dinh [3,
5]. Tuy nhién, do cac bat thwdng tiém trong bo di
liéu ban-tébng-hop co bién do du Ién dé dé dang
tach biét, AUC-ROC dat gia tri bdo hoa =1.000 &
hau hét cac phwong phap duoc so sanh (xem Hinh
2), khién chi s6 nay kém hivu ich dé phan biét hiéu
nang twong ddi gitka cac phwong phap. Vi vay,
nghién ciru nay bé sung PR-AUC (Phuong trinh
23).

1
PR-AUC:j Precision(Recall) d(Recall)  (23)
0

PR-AUC vén nhay hon véi hiéu nang trén
I&p thidu s6 (b4t thwong) trong didu kién mét can
bang nang [3, 6], va duwoc dung lam chi sb bd tro
khéng phu thudc ngwéng quyét dinh, song song
v&i F1-score (phu thudc ngwdng) trong cac bang
két qua. Két qua dwong PR-AUC duwoc thé hién
trong Hinh 3.

Dbi voi cac hé théng giam sat cong nghiép,
ty 1é bao dong gia dong vai trd dac biét quan trong
do céac canh bao sai lién tiép co thé lam tang chi
phi bao tri va gay gian doan qua trinh san xuét [2,
6]. Vi vay, chi sb False Alarm Rate dwoc xac dinh

Bui & nnk
theo Phwong trinh 24:
FAR= il 24
“EP+TN 24)

trong do gia tri nhé twong rng véi mire d6 én
dinh cao hon ctia hé théng phat hién.

Ngoai cac chi sb vé& do chinh xac, kha ning
dap (rng thoi gian thuwe cia hé théng ciing dwoc
danh gia thong qua dé tré suy luan trung binh
(Phwong trinh 25):

N
1
Latenc =NZ T, (25)
=1

trong d6 T; 1a thoi gian x& ly cGa mau the i
va N la tbng s6 mau kiém thir. Cac chi s trén dwoc
tinh toan trén cung tap kiém thtr va dwoc ap dung
ddng nhét cho tat ca cac phwong phap dbi sanh
nham d&m bao tinh céng bang cla qua trinh danh
gia [3]. Trong nghién ctru nay, F1-score va PR-
AUC duogc s dung lam cac chi sb chinh dé so
sanh hiéu nang phat hién gilra cac mé hinh, trong
khi FAR dwoc st dung dé danh gia kha nang kiém
soat canh bao gia. Do tré dau cudi clia hé théng
dwoc phan tich vé& mat cau truc tai Muc 4.3; viéc
do va danh gia thwc nghiém day da dé tré x ly trén
hé thdng trién khai thuc té dwoc dé lai cho nghién
ctru tiép theo.

5.4. Thiét 1ap nghién ctru triét tiéu

Nham danh gia dinh lwgng mirc do dong gép
cta tirng thanh phan trong kién tric dé xuét,
nghién ctru nay tién hanh mot loat thi nghiém triét
tiéu (ablation study) béng céach loai bé hoac thay
thé tirng module riéng 18 trong khi giir nguyén cac
diéu kién thwc nghiém con lai. Bang 3 tom tat cac
cau hinh dwoc st dung.

Bang 3. Cac céu hinh dwoc siv dung trong nghién ctu

CAu hinh Trong sb tin cay Tuyén tinh EVT
M6 hinh day du N N J
Khéng dung trong sb tin cay X N v
Thay thé badng ZOH V4 X N4
Khéng EVT (ngwdng tinh) v v X

Mb hinh day da: CAu hinh hoan chinh, bao
gdm ddng bd thdi gian, ndi suy tuyén tinh, trong sé
do tin cay, ngwdng EVT va co ché bd phiéu theo

thoi gian.
Khéng dung trong s6 tin cay: Gitr nguyén
dir liéu dau vao da ddng bo thoi gian (ndi suy tuyén
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tinh), nhung thay trong s6 w'’ trong ham mét mat
bang gia tri ddng nhat w’=1, nhim tach biét diing
anh hwéng cua Bong gop 3.

Thay thé bang ZOH: Thay ndi suy tuyén tinh
bang phwong phap gitr bac khéng (Zero-Order
Hold) [8].

Khéng EVT (ngwéng tinh): Thay ngwdng
thich nghi EVT bang ngwéng tinh 8=p+30 [3, 6].

Ngw&ng phat hién cho mdi cdu hinh dworc fit
riéng biét trén chinh phan phéi sai sb tai tao cla
cau hinh d6, st dung ngudng so cip u=Qgg 5 Va
xac suat bao déng gia muc tiéu P~0.02%. Diém
van hanh nay dwoc lwa chon vi Recall ctia mé hinh
duy tri bao hoa (299.8%) trén mot dai rong gia tri
nguwéng, cho phép nang nguwdng dé giam FAR ma
khoéng danh dbéi dang k& kha nang phat hién. Bé
dam bao tinh dai dién thdng k&, méi ciu hinh dwoc
l&p lai v&i 5 seed ngau nhién doc 1ap; két qua duoc
bao cao dwdi dang mean =+ std.

Két qua tai Bang 4 cho thay hai diém chinh.
Thi&r nh4t, co ché nguwdng thich nghi EVT vwot rd
ngwdng tinh p+30 & ca ba thiét bi: F1 cai thién
21.7, 15.8 va 39.1 diém phan tram lan lwot tai M1,
M2 va M3 (twr 0.775, 0.835, 0.590 1én 0.992, 0.993,
0.981), trong khi FAR giam ttr 0.30%, 0.26%,0.36%
xubng con 0.00%,0.01%,0.01%, xac nhan loi ich
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thyrc nghiém manh mé ctia Bdéng gép 4 [3, 6]. Thi
hai, chénh léch gilra Full Model va ciu hinh w/o
Reliability Weight la khéng dang ké, v&i F1-score
chénh léch dwéi 0,001 & ca ba thiét bj va FAR gan
nhw twong duwong. Két qua nay cho thay trong diéu
kién truyén théng hién tai, &nh hwéng clia co ché
Reliability Weight con han ché. Theo biéu thirc

w=exp (-%), mirc do tac dong cla trong sb

phu thuéc vao ty 1é gilra khoang cach ndi suy va
chu ky ldy mau 4. Khi khodng cach néi suy nhd so
voi A, w co gia tri gan 1, do d6 ham méat mat co
trong sb gan twong dwong véi ham méat mat thong
thwong. V&i bién do jitter dwoc str dung trong thi
nghiém hién tai, nghién clru chwa xac dinh dwogc
nguéng jitter hodc ty 1& mat géi cu thé tai do
Reliability Weight bat dau cai thién hiéu nang co y
nghia théng ké. Noi dung nay dugc xem 1a moét gidi
han ctia nghién ctru hién tai va can dwoc khéo sat
thém trong céac diéu kién truyén théng cé muc jitter
va mat mau Ién hon.

Twong tw, cdu hinh ZOH Replacement cho
két qua xap xi Full Model & M1 va M2, trong khi tai
M3 (giao thirc OPC UA V@i jitter I&n hon) PR-AUC
gidm nhe (0.9843 so v&i 0.9947), goi y rang nodi
suy tuyén tinh cé loi thé hon ZOH khi khodng cach
gitra cac mau gbc lon.

Bang 4. Két qua nghién ctru triét tiéu (nguwéng EVT u = Q99.5, p f = 0.02%, hiéu chinh riéng cho tirng
céu hinh; két qua trung binh + do Iéch chuén trén 5 1an chay).

Thiét bj Cau hinh PR-AUC F1 D6 baophu  FAR (%)
M6 hinh ddy dd 1.0000 £ 0.0000  0.992+0.001  0.992 +0.000  0.00 £ 0.00
Khong dung t
nong AUNgrong 4 9000 +£0.0000  0.992+0.001 0.992+0.000  0.00 +0.00
M1 sO tin cay
Thay thé bi
zoa:: ©bang 1.0000 + 0.0000  0.992+0.001 0.992+0.000  0.00 +0.00
Khong EVT
9EV 10000 £ 0.0000 0.775+0.026 1.000+0.000  0.30 + 0.04
(ngwdng tinh)
M6 hinh ddy d0  0.9990 +0.0013  0.993+0.000 0.994 +0.000  0.01 + 0.00
Khong ding t
M2 1oNg AUNGHONG ) 9983 + 0.0027  0.993+0.000 0.994+0.000  0.01 +0.00
so tin cay
Thay thé béing 0.9995+0.0008 0.993+0.000 0.994+0.000  0.01 +0.00

ZOH
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Bang 4. (tiép)
Thiét bj Cau hinh PR-AUC F1 D6 bao pha FAR (%)
Khéng EVT
(ngwdng tinh)
M6 hinh day du 0.9947 £ 0.0075 0.981+£0.000 0.985 % 0.000 0.01 £0.00
Khodng dung trong

M2 0.9990 £ 0.0013  0.835+0.015 1.000 = 0.000 0.26 +0.03

0.9969 + 0.0030 0.981 +£0.000 0.985 = 0.000 0.01 £0.00

sb tin cay
M3 Thay thé ban
zog g 0.9843 +0.0013  0.980 +0.002 0.982+0.004  0.01+0.00
Khéng EVT
ong =V 0.9947 £ 0.0075 0.590 +0.011  1.000+0.000  0.36 + 0.02
(ngwdng tinh)
5.5. So sanh hiéu nang tong thé trong dir liéu rat thap (0.26-0.65%) - d&c diém cb

Trong Bang 5, tai diém van hanh da hiéu  hiru cta bai toan phat hién bat thwong méat can
chinh, Precision clia phwong phap dé xuét dat  bdng nang [3, 4]. FAR cla phwong phap dé xuét
97.8-99.1% tuy thiét bi, trong khi Recall duy tri trén  dat mdc xap xi 0.00-0.01% trén ca ba thiét bi, thap
98.5% & ca ba thiét bi, cho thdy mé hinh hdu nhy  hon hang trdm 1an so véi OCSVM va hang chuc
khéng bd sét sy cb thuwc sw du ty 1& bat thwong  dén hang tram Ian so véi Isolation Forest.

Bang 5. So sanh hiéu nang gitra phwong phap dé xuat va cac phwong phap dbi sanh (toan bo tap kiém
thv, 518,351 mau/thiét bi; két qua trung binh + d6 I&ch chuén trén 5 1an chay).

, Ph D6 chinh
Thiét bi ‘rong © e b6 bao phi F1 PR-AUC FAR (%)
phap xac
D& XU 991 992 992 10000 *
& xudt 0.991 = 0992+ 0.992 100008 oo
(EVT+ Voting)  0.002 0.000 0.001 0.0000
M1 0.168 + 1.000 + 0.287 + 1.0000 +
OCSVM 255+0.17
0.010 0.000 0.014 0.0000
Isolati 336 + 000 + 503 + 9999 +
solation 0.336 + 1.000 + 0.503 + 09999% oo
Forest 0.004 0.000 0.004 0.0001
Dé xu 991 + 994 + 993 + . +
& xubt 0.99 0.99 0.993 0.9990 0,01+ 0.00
(EVT+ Voting)  0.000 0.000 0.000 0.0013
M2 0CSVM 0.213 1.000 + 0.351+ 0.9997 % o
0.007 0.000 0.010 0.0002
Isolati 0.399 + 1.000 + 0.570 + 0.9999 +
sowation 0.99+0.13
Forest 0.031 0.000 0.031 0.0001
P& xuht 0.978 + 0.985 + 0.981 + 0.0047 +
© Xuaxt 0.01+0.00
(EVT+ Voting)  0.000 0.000 0.000 0.0075
0.005 + 1.000 + 0173 + 0.0074 +
M VM 246+ 0.1
3 ocs 0.006 0.000 0.009 0.0019 6+0.16
[ i . + . + . + . +
solation 0.220 1.000 0.360 0.9991 0.93 £ 0.20
Forest 0.036 0.000 0.049 0.0009

So véi OCSVM va lIsolation Forest, phwong 0.173-0.570). V& PR-AUC, ca phuong phap dé
phap dé xuat vwot troi rd rét vé FAR (0.00-0.01%  xuét va cac phuong phap dbi sanh déu dat gia tri
so voi 0.93-2.55%) va F1 (0.981-0.993 so voi r4t cao do bo dir liéu danh gia hién tai dwoc xay
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dwng theo phwong phap ban-tbng-hop, trong d6
cac sy kién bét thwdng dwoc tiém cod bién db
twong ddi Ién va mirc dd phan tach véi trang thai
binh thwong con rd. Vi vay, PR-AUC trong thi
nghiém hién tai chwa phan anh day du dd khé cla

= Sai 36 thi tyo (D3 chudn his)

Piém MAE

Sai o6 thi ty0 (MAE)

Cénh bio HEE G i oy dote S Nwn e

Thye té |

1.8 1.85 1.9 1.95

Thoi gian (s)
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céac dang 16i tw nhién co6 bién dd nhé hoac ranh gidi
khéng rd rang. Trong pham vi b6 di liéu hién tai,
wu thé chinh ctia phwong phap dé xuét thé hién &
kha nang kiém soat FAR tai diém van hanh da
chon.

Thiét bj M1 - Theo ddi sai s6 t4i tao va phit hi¢n bt thuong

A |

@ Rt .
S s
E | . , _ [
2 0.5 nM byt s kA A1 b

225
x10°

2 2.05 2.1 2.15 2.2

Hinh 4. Theo dbi sai s6 tai tao va phat hién bat thwdng theo thoi gian thue cho Thiét bi M1. Hinh minh
hoa trén mot doan dir liéu dai dién (n=2,000 mau lién tuc) trich tir tap kiém thr day da (518,351 mau),
dwoc chon dé bao gdm giai doan van hanh binh thuwéng va giai doan xay ra bat thwong lién tiép.
Ngwéng EVT 6=0.7396 cao hon nguéng tinh 30=0.7075, phén &nh kha nang kiém soat bao déng gia tbt
hon ctia phwong phap dé xuat

%
= |~ Sal s 14 tga (DA chadn hia)
<
-
= 1
=
~®
~
=
0
Sai 6 14 tg0 (MAE)
o) H Ngwdng EVT = 07291
= 1.5 Ngedng (ab (o) = 06842
<
-
Z 1
-
=
~®
[~

0

Cinh b0 HECaab baoay dein w8 Nain thye ol

Thye té [

33 3.35 34 3.45

35
Thoi gian (s)

Thiét bi M2 - Theo ddi sai sb tdi tao va phét hi¢n bt thudmg

| T |

12 0.5 P AR A Uiarihai N

3.75
%10°

3.55 3.6 3.65 3.7

Hinh 5. Theo di sai s6 tai tao va phat hién bat thwdng theo thoi gian thue cho Thiét bi M2. Hinh minh

hoa trén mét doan dir liéu dai dién (n=2,000 mau lién tuc) trich tw tap kiém the déy da. Nguwdng EVT

0=0.7291 nam cao hon ngwdng tinh 30=0.6842, gitp loai bd cac canh bao gia phat sinh tir dao déng
binh thwdng trong tin hiéu rung déng da truc ctia sang rung
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~

Sai s chi 190 (D3 chudn bis)
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Thiét bj M3 - Theo ddi sai s tdi tao va phit hi¢n bt thuimg

w

m

e Y T T L T e

1 1.05 1.25

x10°

1.1 1.15 1.2

Hinh 6. Theo déi sai sb tai tao va phat hién bat thuwong theo thdi gian thwe cho Thiét bj M3. Hinh minh
hoa trén mot doan dir liéu dai dién (n=2,000 mau lién tuc) trich tir tap kiém thr ddy da. Vi div liéu OPC
UA c6 jitter I6n hon (Aya=75 ms), nguwdng EVT 86=0.8815 cao hon dang ké so v&i nguéng tinh
30=0.7538, cho thdy EVT tw ddng diéu chinh theo ddc tinh phan phdi dudi clia tirng thiét bi.

5.6. Phan tich dinh tinh chudi th&i gian giam sat
thiét bi thwc té

Nham cung cép cai nhin chi tiét hon vé co
ché kich hoat canh bao theo thoi gian thwe, Hinh
4-6 minh hoa biéu dd sai sé tai tao (ey) két hop voi
dwong bién ngwdng dong 6 tinh toan lién tuc dwa
trén phan phdi EVT dbi véi tirng thiét bi. Quan sat
hanh vi phan phdi sai sb trén doan di¥ liéu minh
hoa, c6 thé rit ra nhan xét dinh tinh: trong giai doan
van hanh 6n dinh, sai s6 tai tao dao dong & muic
nén thap va nam duéi dwong ngudng dong 6; tai
thdi diém sy cd dwoc thém, sai sb tang vot vuot
nguéng va dwoc xac nhan qua co ché Voting
trwére khi kich hoat cadnh bao, phu hop véi co ché
thiét ké & Muc 4.2 [3, 6].

bang chu y, nguwédng EVT ludn cao hon

ngudbng tinh u+3c & ca& ba thiét bi
(Bgy7=0.7396,0.7291,0.8815 SO VoI
03,=0.7075, 0.6842, 0.7538), xac nhan rang

phuwong phap EVT tw dong hiéu chinh ngudng
theo d&c tinh phan phéi dudi ndng cla sai sb tai
tao, tlr d6 giam dang ké ty 1& bao dong gid so Vi
ngwdng cb dinh truyén théng [3, 6]. Do nhan bat
thwong trong nghién ctru nay dwoc tiém cé kiém
soat (Muc 5.1) thay vi xac nhan tr SCADA/nhat ky

bao tri thuc té, cac két luan vé do chinh xac thoi
diém phat hién can dwoc xac nhan thém trén di
liéu 16i thwc té trong cac nghién ctru tiép theo.
6. Két luan va hwéng phat trién
6.1. Két luan

Nghién ctru d& dé xuét kién trac lloT ddng bd
thdi gian tai bién cho giam sat bat thwdng trong hé
théng coéng nghiép da thiét bi s dung LSTM
Autoencoder. Kién truc tich hop co ché hiéu chinh
sai l&ch thoi gian, tién x& ly tai nat bién, trong sé
dd tin cay, nguéng thich nghi EVT va bd phiéu theo
thoi gian. Két qua thuc nghiém trén b6 dir liéu ban-
t6ng-ho’p xay dwng tir di¥ liéu do cong nghiép thuc
té cho thay phwong phap dé xuat dat hiéu qua phat
hién cao va kiém soat tét ty I& canh bao gia trén ba
thiét bi c6 dac tinh van hanh khac nhau. Cac két
qua nay cho thay tinh kha thi ctia kién trac dé xuét
ddi véi bai toan giam sat bat thwong va béo tri dw
doan trong mai trweng lloT da thiét bi.
6.2. Han ché va hwéng phat trién

Phién ban thuyc nghiém hién tai con cac han
ché sau, dwoc dé lai nhw hwéng phat trién cho cac
nghién ctru tiép theo:

(i) Mét ablation tach biét hoan toan cho buwéc
ddng bo thei gian, st dung trwe tiép nhan thoi gian
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chuwa hiéu chinh clock offset dé tao clra s6 dau vao,
chwa dwoc trién khai trong nghién ctu hién tai. Vi
vay, két qua hién tai chwa dwoc xem 1a bang chirng
dinh lwgng riéng cho mrc cai thién do bwéc hiéu
chinh clock offset. Viéc thay dbi reference cé thé
tao ra buwdc nhay thdi gian néu tén tai clock offset
khac nhau gira cac ludng. Co ché failover chuwa
dwoc trién khai va danh gia thwc nghiém riéng
trong nghién ctru hién tai. Trong cac nghién ctru
tiép theo, co' ché nay sé& duwoc trién khai va danh
gia theo huéng wéc lwong va bu dd l1éch twong déi
gitta reference cl va reference maoi trwdc khi
chuyén ddi, dong thoi loai bd cac cra sb div liéu
khéng bao dam tinh lién tuc thoi gian trong giai
doan chuyén tiép.

(i) Piém van hanh EVT (P,=99.5%,
p;=0.02%) dwoc lya chon dwa trén khao sat do
nhay trén bo di liéu ban-tdng-hop hién tai. Do cac
b4t thwong dwoc tiém cé mirc do phan tach twong
dbi rd so véi trang thai binh thwdng, cac gia tri nay
chuwa thé xem la cb dinh cho moi diéu kién van
hanh. Khi trién khai trén di liéu thuc té, cac tham
s& EVT can dwoc hiéu chinh lai dwa trén phan bd
sai sb tai tao cGa di liéu van hanh binh thuéng.
Viéc hiéu chinh cé thé dwoc thuwe hién dinh ky bang
cach cap nhat tap di¥ liéu nén, wéc lwong lai
ngwdng so cap u va cac tham sb cla phan bd
GPD, sau d6 tinh lai nguw&ng phat hién twong rng
voi xac suat bao dong gia muc tiéu p;. Co' ché ty
hiéu chinh trwc tuyén va phan héi tir chuyén gia
van hanh chwa dwoc trién khai trong nghién ciru
hién tai va dwoc xem la hwéng phat trién tiép theo.

(iii) BO di¥ liéu danh gia hién tai dwgc xay
dwng theo phwong phap ban-téng-hop trén nén div
liéu do thyc té. Cac sw kién bat thwong duoc tiém
c6 kiém soat nham bao d&m nhan tham chiéu, tuy
nhién mot sb kich ban cé bién dd twong dbi Ién va
murc dé phan tach véi trang thai binh thwdng con
rd. Do d6, cac két qua AUC/PR-AUC hién tai chua
dd dé khang dinh hiéu nang cta phuong phap dbi
véi cac dang 16i tw nhién co bién d6 nhd, nhiéu nén
I&n hoac ranh gi¢i khdong rd rang. Viéc danh gia
trén di¥ liéu van hanh dai han vé&i nhan xac nhan
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da nguén tr SCADA, nhat ky bao tri va chuyén gia
van hanh dwoc xem 14 huwéng phat trién tiép theo.
Ngoai ra, gi¢i han hoat déng cla co ché
Reliability Weight theo murc jitter va ty 1& mat mau
chuwa dwoc xac dinh dinh lwgng trong nghién ctru
hién tai. Do bién d¢ jitter trong bd di¥ liéu thwc
nghiém con twong dbi nhd, chénh léch hiéu nang
gi!a Full Model va cédu hinh khéng st dung
Reliability Weight chwa thé hién rd. Trong céc
nghién clru tiép theo, anh hudng cla ty 1& jitter so
v&i chu ky 1y mau va ty 1&é mat goi sé dwoc khao
sat cé hé thdng nham xac dinh mién diéu kién ma
co ché Reliability Weight mang lai cai thién cé y
nghia.
Tuyén b vé viéc str dung Al tao sinh
Trong qué trinh chudn bj bai bao nay, (cac)
tac gia da st dung ChatGPT nham tao ra hinh 1
trong bai bao dwa trén y twdng clia cac thanh vién.
Sau khi st dung cdng cu nay, (cac) tac gia da ra
soat va chinh stra ndi dung khi can thiét, déng thoi
chiu hoan toan trach nhiém vé ndi dung ctia bai bao
dwoc cdng bd.
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